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Mysten Labs

- .
| I I » Zef: Low-latency, Scalable, Private Payments

Twins: BFT Systems Made Robust (OPODIS ‘21)
e SybilQuorum: Open Distributed Ledgers Through Trust Networks

* Narwhal and Tusk: A DAG-based Mempool and Efficient BFT Consensus (EuroSys ‘22)

A . .
- r—— e HammerHead: Score-based Dynamic Leader Selection (ICDCS 24)
b
I I b rq P — FastPay: High-Performance Byzantine Fault Tolerant Settlement (AFT ‘20)

*  Bullshark: DAG BFT Protocols Made Practical

e Be Aware of Your Leaders (FC 22)

*  zklLogin: Privacy-Preserving Blockchain Authentication with Existing Credentials
e Sui Lutris: A Blockchain Combining Broadcast and Consensus (CCS ‘24)

*  Mysticeti: Reaching the Limits of Latency with Uncertified DAGs (NDSS ‘25)

*  Mahi-Mahi: Low-Latency Asynchronous BFT DAG-Based Consensus
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Double Spending and Consensus 1. Motivation

1 confirmation 3 confirmations

C,2>B

Double-spend probability
c,> A | double-spend decreases exponentially

attempt with # of confirmations
Hear about C, - B transaction Most common heuristic:
0 confirmations 6 confirmations

[ BlcsLAB '



Consensus-less Blockchain

1. Motivation

» Consensus-less blockchain zef(wPEs '23), FastPay(AFT ‘20), Astro(DSN ‘20)...)

« Utilize consistent broadcast to forgo consensus

FastPay: High-Performance Byzantine Fault Tolerant Settlement

Mathieu Baudet George Danezis Alberto Sonnino
mathieubaudet@fb.com gdanezis@fb.com asonnino@fb.com
Facebook Novi Facebook Novi Facebook Novi

Blockchains

R

Byzantine Consensus Byzantine Consistent Broadcast
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FastPay

1. Motivation

« UTXO Model » Key Concept
+ Single writer model - Consensus CH4&l Owner?t Tx ordering
« Ownerft =3 7}t « Tx Al Z=A: 2f + 1 validator signature =% (cert)
« Move?2| Owned Object « OE28HE A > X He
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Problems in Consensus-less Blockchain

1. Motivation
1. Limited to asset transfers
 Account modelO| Al 2] Xt&t2 CHEE shared object
1 0O

« Shared object: 048] ALK} ©

* Smart Contract

3! 2 QHs Th

TT ©

» Multi-owned object

«  Multi-writer
* Shared object?| 2% &2 =MO|| M2f Zur¢i0| HetE = US
« SAFXE77|2] 2] Sequence CoordinationO| O{2{-&
2ol 2EX 20| O] 2XME sl Z23H7| I8 consensus2h= Al 32| sequencing mechanismea = A

2. Do not support state checkpoints

3. Equivocations lock the assets forever
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Problems in Consensus-less Blockchain

1. Motivation

1. Limited to asset transfers

2. Do not support state checkpoints
« MZ 2 validator®| bootstrapping(sync)off Z £

 Block header, transaction hashes ...

3. Equivocations lock the assets forever
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1. Motivation

Problems in Consensus-less Blockchain

1. Limited to asset transfers

2. Do not support state checkpoints

3. Equivocations lock the assets forever (Freeze)
- N MBGE 282 2Y Z2 X4 GG
« LockO| Z2{ Q= AHLAHO| writeE R8ot= 4%
ex) Coin AE AFESI7|2 24 (Lock)Bt A/ Of| coin AE AFESH=
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Consensus-based Blockchain

1. Motivation

Latency & complexity
Redundancy

« Consensus/t R 5IX| & txTX} consensusE K| A AHA

tx == Owned Obeject0] CH$t tx
*  FastpayXM & User?t 21 ordering 7ts

r|o r|o

« Consensus/f ZQSIX| &

Bullshark: DAG BFT Protocols Made Practical

Alexander Spiegelman

MYSTICETI: Reaching the Latency Limits with

Neil Giridharan Uncertified DAGs
sasha.spiegelman@gmail.com giridhn@berkeley.edu
Aptos University of California, Berkeley
A . A . Kushal Babel*1, Andrey Chursin?, George Danezis'$, Anastasios Kichidis?, Lefteris Kokoris-KogiasH,
Alberto Sonnino Lefteris Kokoris-Kogias Arun Koshy?, Alberto Sonninott, Mingwei Tian!
alberto@sonnino.com Lefteris2k@gmail.com
Mpysten Labs IST Austria

*Cornell Tech, TIC3, ¥Mysten Labs, $University College London (UCL), TIST Austria
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Combining Fast Path + Consensus Path

1. Motivation

mTTTTTTT System i
w Fast Path _
Tx to Owned Object : Consensus-less
J - (FastPay)
: ) Consensus Paith Consensus-based
Tx to Shared ObJeCtJ ’ (Bullshark/Mysticet)

___________________________________________
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Contribution 2. Contribution

1. First smart contract system combining consensus-less mode and consensus-based mode
2. Support checkpointing in consensus-less blockchain
3. Forgive equivocation during reconfiguration process

4. Provide a production-grade evaluation of the system
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Move Ianguage 3. Architecture

- UTXO 2 H
* Owned Object

100 BTC Asset Transfer Tx S 100 BTC
Owner: Alice Owner: Bob

Consumed Created

« Account-based E &l
» Shared Object

Alice: 100 DAI Asset Transfer Tx Alice: 0 DA

>~
>

Bob: 0 DAI Bob: 100 DAI
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Move Ianguage 3. Architecture

Object Model

« Owned Object (Assets)
» Shared Object (Smart contracts)

Combine UTXO model & Account based model

DAl Smart Contract

1. Alice: Mint 100 DAI

Version 1D 2. Mint 100 DAI
Object ID 100 DAI

Owner: Contract

Object Key: Version ID + Object ID 3. Transfer to Alice N 100 DA
Owner: Alice

[ BlcsLAB '



Move language

3. Architecture

Parallelizable
Irrelevant to the order

Need Consensus

Result will be affected by the order

100 DAl

Owner: Alice

Transfer to Bob

20 DAI to Bob

Transfer Owner: Carol

Write a: 10

Write

Write a: 20
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System Architecture

1. Client broadcasts its transaction to validators

finality settlement
prevalidation @ ordering @
(2 o
' N oy
validator 1 » -
> c =
) )] ] 7] o] (@]
validator 2 - X C = o
(&) o ] =] X
3] 3] 3 3] S
c < e Q o
(&) & o x =
, O “J O
validator n
| S J \, J \ )
direct fast path
client
(3] o o
make assemble assemble effect checkpoint
transaction certificate certificate certificate

3. Architecture
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System Architecture

2. Validators perform validity checks and return the signed transaction to the client

Prevalidation (No execution)
Validators locally locks the input owned objects, using ObjKey (Atomic test_and_set)

Already locked ObjKey is involved -> freeze the object for an epoch

finality settlement
prevalidation @ ordering @
(2 o
S r N )
validator 1 n 4+
» » > g £
validator 2 x & &2 = 8_
(5] O @ 3 X
@ @ & 3] S
c c e Q >
Q ®) o x P
, O L &)
validator n
~ J . J \ )
direct fast path
client
(1) 3 7 o
make assemble assemble effect checkpoint
transaction certificate certificate certificate

3. Architecture

{88} BICSLAB '



System Architecture

3. Architecture

3. Client collects the responses from a /N-fvalidators to form a transaction certificate

 Signature aggregation algorithm (e.g. BLS)

validator 1

validator 2

validator n

client

make
transaction

prevalidation

[ Checks ]Q

o

assemble
certificate

finality settlement
@ ordering @
o
- \ —
m et
o > g =
L 7] 2 o
) c 5 o
i} o 0 =
c 24 ) S
O [ 5 ()]
o @)
> \, 7 . \ 7
direct fast path
Q o
assemble effect checkpoint
certificate certificate
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System Architecture

4,

Broadcasts the certificate to validators
« Check if the number of signers > N-f

« Transaction finality (The execution of transaction is irrevokable)

finality settlement
prevalidation @ oindering @

(2 (5]
' N oy
validator 1 » -
35 c £
) )] ] 7] o] (@]
validator 2 - X C = o
(&) o ] =] X
3] 3] 3 3] S
c < e Q o
o o o x =
, O w O
validator n
| S J \, J \ )
direct fast path
client
(3 7 (8
make assemble assemble effect checkpoint
transaction certificate certificate certificate

3. Architecture
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System Architecture

5. Transaction with certificate involves owned object — Execute without consensus

 Skip ordering

validator 1

validator 2

validator n

client

transaction

prevalidation

[ Checks ]Q

assemble
certificate

finality settlement
@ ordering @

©

Consensus
Execution
Checkpoint ]

)
X
&)
Q
£
o

‘ Idir_ectfast p_ath:I: -‘
(7] (8

assemble effect checkpoint
certificate certificate

|

3. Architecture
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System Architecture 3 Architecture
6. All certificates are forwarded to the consensus protocol

 DAG-based Consensus (Blackbox)
« Input: All certificates (Shared object + Owned object)

« Output: Total order of certificates (Owned object cert first)

finalitv___settlement

prevalidation Q | ordering | @
(2
3 ﬁ )
validator 1 ) - =
3 R=
n 2] Qo
validator 2 X v 2 = 8_
O O o = X
< < b Q @
O Sl|l&|]x 2
validator n O O
| / \, J \, J ___J
direct fast path T
client
(1) (3 7 (8
make assemble assemble effect checkpoint
transaction certificate certificate certificate
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System Architecture 3. Architecture

7. Validators execute transactions containing shared objects
« Owned objects: Already executed by fast path

« Settlement finality (The result of execution is irrevocable)

finality settlement
prevalidation Q ordefing Q@

\
J
~

validator 1

validator 2

Checkpoint ]

[ Checks ]Q
Checks
Consensus
Execution

validator n

|

direct fast path T

client
(1] (3 (7 8]
make assemble assemble effect checkpoint
transaction certificate certificate certificate
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System Architecture

8. C(Client can collect N-f execution results and make effect certificate

e Proof of settlement

prevalidation

(2 )
3
validator 1
i 2
validator 2 S
(0]
c
(@)
validator n
-/
client
(3 )
make assemble
transaction certificate

finality settlement

4]

ordering @

Checks

Consensus
Execution
Checkpomt]

|

direct fast path T

assemble effect
certificate

8]
checkpoint
certificate

3. Architecture
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System Architecture

9. Create checkpoint based on the commit

prevalidation

(2 )
3
validator 1
i 2
validator 2 S
(0]
c
(@)
validator n
-/
client
(3 )
make assemble
transaction certificate

finality settlement

4]

ordering @

Checks

Consensus
Execution
Checkpomt]

|

direct fast path T

7]

assemble effect
certificate

(8]
checkpoint
certificate

3. Architecture
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Two TypeS Of Finality (Finality: irrevocable and unconditional)

Transaction Finality

» ETMAS[ ZHO| final
» §A¢h validator?t O 23 Lj0f ERAMES 2

Settlement Finality

. ETYMO| AW HD} final
. ETYMO| A HD

» Fast Path
 Ordering= 2|5t0 X}0[7} gl&
validator 1
° UX validator 2
validator n
client

I ZS subsequent transactionO| AtE 7ts

make
transaction

L—

prevalidation

2]
S
0
X
(&}
(4]
c
(@]
—
13 ]
assemble
certificate

final

ity settlement
Q crdering Q@

©

Checks

Consensus
Execution

direct fast pathT

assemble effect
certificate

3. Architecture

Settlement finality

[ Checkpoint ]

(7 (8
checkpoint
certificate

{88} BICSLAB '



System Architecture

X-Ray of a Validator

Check Transaction

Check Certificate

Fast Path

Submit
User Tx

Quorum of ack
[rrevocable
(Transaction Finality)

Gather Signatures
Aggregate Form
Certificate

Consensus
Sequence Certs

Other Validators

Assign Version

Quorum of Effects
Settlement Finality

Checkpoint

Commit To Effects

3. Architecture

Other Validators
Full node sync
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System Architecture

3. Architecture

X-Ray of a Validator

Fast path machinery
(Parallelize all parts!)

Other -

”

Validators.,”
/

Consensus
Sequence Certs

Check Transaction

Check Certificate

Fast Path

Quorum of ack I

Irrevocable |
/
\ 4

~ o 7
Quoromof Effects
Settlement Finality

Gather Signatures
Aggregate Form
Certificate

Submit
User Tx

SMR machinery (Critical
~ single thread regions)

Other Validators
Full node sync

P Downstream of Common
Machinery (Consistency!)

Commit To Effects

Common Machinery
(Consistency!)
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Checkpoint

3. Architecture

e Like the blocks of a traditional blockchain

« Executed tx digests

 Tx order

« Signature of 2/3 committee

J suiscan Home Blockchain Apps

Checkpoints

78,414,891 found

Showing last 10,000

i Sequence Number Epoch
82,174,771 588
82,174,770 588
82,174,769 588
82,174,768 588

DeFi Coins
102
i Digest

9t4dQjKYrPin=»

39H7 jgyAkvT2e»

CQAc77LAGBdje»

JDLLCKEeJzbv="

NFTs Analytics More Q Search anything on Sui /

*SFéynvVektpz

*MUYCVFAvcHpj

*BRLyLg3Z7GPP

*Raks3pFouBA6

500 »

{apr1}

Digest: 9t4dQjKYrPintkApvJtfyJ7mmaT8nJ2XSF6ynvVektpz

L 82,174,769 82,174,770

Epoch

Checkpoint Transaction Blocks i

Computation Cost i

Non Refundable Storage Fee i

Transaction Blocks

Sequence Number

82,174,771

588

27

6,192.214979608 sul

911.373035796 sul

> Timestamp 2111.2024 UTC 09:15 1h ago

Signature

Network Total Transaction Blocks

Storage Cost i

Storage Rebate i

i1CXOvYth6YWnMq6 /A«++e8Tjwv4eMAEN8jc8CS1

2,661,483,430

91,940.9600392 sul

90,225.930543804 sul
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Ch@Cprlnt 3. Architecture
« Periodically validators pick a consensus commit to use as a checkpoint

« Current implementation: checkpoint per commit

- 2= certificate(owned + shared)0f| Cii gt sequencing= T3] MZ0| 7t

finality settlement
prevalidation @ ordering @
(2 (5
S r \ )
validator 1 n +—
) ) 7 S £
validator 2 - X 8 = 8_
(5] o @ =] X
5] @ 2 3] S
e £ c Q o
(& ®) o x P
, O L &)
validator n
N J \ J \. ./
direct fast path
client
(3] 7] (8]
make assemble assemble effect checkpoint
transaction certificate certificate certificate
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Reconfiguration

3. Architecture
« Between epochs, when the current committee is replaced by a new committeee

1. Validators stop signing new transactions or lock objects

2. When all certificates executed locally are checkpointed, validator votes to close the epoch

3. If >2/3 validator vote, the epoch ends

« All freezes caused by equivocation will be dropped

{88} BICSLAB '



Implementation

4. Implementation

Forked FastPay, Narwhal(Mempool), Bullshark(Consensus)
RocksDB
QUIC

Production level

» Sui mainnet
« 107 geo-distributed validators

« 3.1 million certificate per day

{88} BICSLAB '



Experiment Setup

4. Implementation

« AWS mb5d.8xlarge instances
10Gbps bandwidth
2.5GHz 32 virtual CPUs (16 physical core)

128GB memory
Ubuntu 22.04

« Commodity servers

e 13 different AWS regiOﬂS(Virginia, Oregon, Canada, Frankfurt, Ireland, London, Paris, Stockholm, Mumbai, Singapore, Sydney, Tokyo, Seoul)
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Experiment Setup

5. Evaluation

350 tx/s for 10 minutes

Latency : Settlement finality — Tx submission time

Throughput : The number of effect certificates

Common Case(No Fault) / Faults

finality settlement
. . lidati deri
e Baseline: Bullshark preva idation @ ordedna O
2 o
. . S ’ N 4 e
« Extended version validator 1 9 c £
validator 2 2 2 % ) g
« Sui lutris without FastPay 8 8 g o X
£ £ c Q o
®) (®) x =
. validator n O w O
« Tx: payment + contract call - UL -
direct fast pathT
client
(1) (3] Q 8
make assemble assemble effect checkpoint
transaction certificate certificate certificate
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Benchmark with Common Case - .
. Evaluation

—&— Lutris - 10 nodes —&— Bullshark - 10 nodes

° Sub_second |atency -¥- Lutris - 50 nodes -¥- Bullshark - 50 nodes
-+ Bullshark - 100 nodes

8- Lutris - 100 nodes

« X6 improvement 5.0 ;
4.0 . ;
 Better Throughput 0 1)
> 3.0 i
« Regardless of committee size £ 2.0 .
3 o
1.0 N 1
- : N -
) 0 1,600 2.600 3,600 4.600 5,600
Throughput (cert/s)
g 4,000 A
E- 2,000 - —§— 0.5s latency cap - Lutris
o -¥- 5s latency cap - Lutris
o —8— 5s latency cap - Bullshark
. 0 0 ZICI 4ID GICI ID lllJD

Committee size

Figure 4: Sut LuTris and Bullshark WAN latency-throughput
with 10, 50, and 100 validators (no faults).
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Benchmark with Common Case - .
. Evaluation

- 3.0
a —&— Lutris - 100 nodes: 100 txs/PTB
- 21“ .
W
E 1.0 -
91,
o @ o
- u-u T T T T T T T
0 20k 40k 60k 80k 100k 120k 140k

Throughput (ops/s)

Figure 5: Sut LuTris latency-throughput with bundles of 100
transactions per programmable transaction block (PTB); 100

validators, no faults.

- PTB: ETHAMM W=
« Owned PTB : Shared PTB == 60: 40

- Z|CH 150,000 ops/s
- 1500 PTB
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Benchmark with Faults

5. Evaluation

 Z|CH 158} latency

« Lutris: 0.5 seconds, 4000 cert/s _
—&— Lutris - 10 nodes —&— Bullshark - 10 nodes

. BU”Shark -¥- Lutr!s -10 nodes (1 faulty)  —¥- Bullshark - 10 nodes (1 faulty)
@+ Lutris - 10 nodes (3 faulty) M- Bullshark - 10 nodes (3 faulty)

« 1 faulty node: 5 seconds, 3500 cert/s 30
25 A
« 3 faulty nodes: 7.5 seconds, 3000 cert/s 3 20
>
2 15- !
@
® 10-
so. i__i ....................... - _
0-0 0 1,000 2.600 3,000 4,000 5,000

Throughput (cert/s)

Figure 6: Sur LuTris and Bullshark WAN latency-throughput
with 20 validators (1, 3, and 6 faults).
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Benchmark with Faults

5. Evaluation

Throughput (cert/s)

Latency (s}

Figure 7: Performance of a 10-validators committee when up

4,000 A

3,000 -

2,000 -

1,000 -

15

12 -
10 -

No fault

A

1 fault

2 faults

-9-0-0-0-010-0-0-g 9@

3 faults

Recover

~#— Lutris  =#— Bullshark
1 1

200

400

600

Duration (s)

T T
—&— Lutris —@— Bullshark

8
5 -
2
0

0

lo-0-0-e-0-0{0-0-0 009

100008000009
200

400

.‘.,.-0—0—0-

"

re e e

1 8-8-0-0-0-9

. abhay

H-0-0-0-0-0

e

600

Duration (s)

to 3 validators crash and recover.

800
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