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Motivation

« Ethereum incentive system

« Attestation Incentives
 Rewards

* Penalties
e Block Rewards

* Sync Committee Incentives
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Background

 Attestation

« Source H|AXEL QI EQ} target M AZ QI EQ| AZAM(link)0i| CHet B &
» Last Justified Checkpoint
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Attack overview

* |dea: LJ might change in the middle of an epoch

« Case 1) LJ is updated at the first block

« Normal case

« Assume LJ == cp at epoch e
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Attack overview

* |dea: LJ might change in the middle of an epoch

« Case 2) LJ is updated before preparing an attestation

« Assume LJ == cp at epoch e

« No blocks has been received in epoch e+1
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Attack overview

* |dea: LJ might change in the middle of an epoch

« Case 2) LJ is updated before preparing an attestation

« Assume LJ == cp at epoch e

« No blocks has been received in epoch e+1

(cp, 0)

X 2N/3
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o 3_1

<121 [

.

Ti'me

(b) v2 has not received any blocks in epoch e + 1 yet and does not
update its LJ until it prepares an attestation. Before vz prepares its
attestation, it updates its source as block 0 and target as block 31.
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Attack overview
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| L.J is not updated

(b) v2 has not received any blocks in epoch e + 1 yet and does not
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Attack overview

* |dea: LJ might change in the middle of an epoch

« Case 2) LJ is updated before preparing an attestation

« Assume LJ == cp at epoch e

« No blocks has been received in epoch e+1

(cp, 0) X 2N/3
V=0

[ \ Attest: (0, 31)

0 [eoe| 16 f— 17 |++e| 31 }e=e 32 | D

.

Ti'me

| L.J is not updated L.J 15 updated to block 0 |

(b) v2 has not received any blocks in epoch e + 1 yet and does not
update its LJ until it prepares an attestation. Before vz prepares its
attestation, it updates its source as block 0 and target as block 31.
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Attack overview

* |dea: LJ might change in the middle of an epoch

« Case 3 ) LJ is updated in the middle of an epoch

« Assume LJ == cp at epoch e

« Blocks from previous epoch are withheld / delayed
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Attack overview

* |dea: LJ might change in the middle of an epoch

« Case 3 ) LJ is updated in the middle of an epoch

« Assume LJ == cp at epoch e

« Blocks from previous epoch are withheld / delayed

P

Time

(c) v3 receives block 33 and the chain led by block 33 does not include
2N /3 attestations. v3 does not update its LJ. When vz later receives
blocks 17-31, the chain led by block 31 includes 2N /3 attestations

with targert as block 0. v3 updates LJ to block 0.
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Attack overview
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Warm up attack

« Goal: Make (N-f)/32 attestations to be discarded

1) Attacker waits for an opportune epoch
- SiE olZ3ol W &R MetAIt &= o232

« 2) Attacker creates and withholds its block 6 /
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Warm up attack

« Goal: Make (N-f)/32 attestations to be discarded
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0 |eoe| 16 b 17 |ove| 31 }=e 32 | D

Time

| L.J 15 not updated LJ 15 updated to block 0 |

(b) v2 has not received any blocks in epoch e + 1 yet and does not
update its LJ until it prepares an attestation. Before v prepares its
attestation, it updates its source as block 0 and target as block 31.
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Warm up attack

« Goal: Make (N-f)/32 attestations to be discarded

1) Attacker waits for an opportune epoch
- SiE olZ3ol W &R MetAIt &= o232

« 2) Attacker creates and withholds its block 6 /
 Attestor=0| LJE cp{e-1}2 YH|IO|E Tt =, (cple-1}, b)Ol| attest

Gmmmed using b as target

k >
end of ¢ Time

(a) Step 1: v; withholds block b;. Honest attestors in slot ¢ create
attestation with b as target.
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Warm up attack

Goal: Make (N-f)/32 validators to be penalized

1) Attacker waits for an opportune epoch
- SiE olZ3ol W &R MetAIt &= o232

2) Attacker creates and withholds its block 6 7/
 Attestor=0| LJE cp{e-1}2 YH|IO|E Tt =, (cple-1}, b)Ol| attest

3) At the end of slot, the attacker sends 6 /to all validators
 All validators update their target to 6/

«— slott >4 slott +1——
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. Time
C(c) 1s set to b,
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Warm up attack

Goal: Make (N-f)/32 validators to be penalized

«—slot ¢ > ¢ slott +1——

1) Attacker waits for an opportune epoch Toomrded >3 A8 &

- offd oZ3o H =X MAAT E= =3 o

b‘_'bf: b, I«

2) Attacker creates and withholds its block 6 7 — >
+ AttestorsS0| LIS cp{e-1}Z YLIOIE o 2, (cpfe-1}, b)Ol| attest

3) At the end of slot, the attacker sends 6 /to all validators
 All validators update their target to 6/

4) After slot t, any attestations created by honest attestors in slot t will be discarded
« (N-f)/32 attestations
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Staircase Attack

* Idea
« 1) By discarding (N-f)/32 votes through the warm-up attack, it prevents gathering 2N/3 proofs by

the end of the epoch.
« 2) Due to the LJ value maintained by 1), it updates LJ in the middle of the epoch (Case 3), causing
the honest branch to be pruned.
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Staircase Attack

* 1) Warm-up Attack
» Slot t: Discard (N-f)/32 attestations using Warm-up attack
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Staircase Attack

 2) Byzantine validators hide their attestations/last block

« (1) All Byzantine validators : Withhold attestations
« (2) Last Byzantine proposer (e.g. slot t_j) : Withhold b_j
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Staircase Attack

« 3) At the end of epoch e, LJ remains as cp{e-1}
« # of attestations for (cp_{e-1}, b_i) = 31(N-f)/32 < 2N/3 (f = N/3)
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Staircase Attack

 4) Byzantine validators withheld attestations for (b_i, b_j)
« While honest validators vote for (cp_{e-1}, b_i)
- Byzantine proposer2| At&|(t_adv)7f & M77FX| 2= (the first period)
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Staircase Attack

« 4) Release block b_j and attestations at the second period
- Byzantine proposer2| Xt&f(t_adv)7t L@ b_j & =7 %l attestation== SN
« LJE b_iE2 BH=1 honset branch& pruning
tj-t-1 > 2/3 Q1 Ao JE
Prit_j-t-1 > 2/3] >= 98.84%
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Staircase Attack

 Attacker can repeat the attack in every epoch
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Evaluation

Prysm Capella(Golang)

1000 validators connected by LAN

140

120

F: # of Byzantine validators

Incentive Loss Rate

100

 (fair share - incentive) / fair share * 100

Incentives Loss Rate (%)

oo
]

f=296 — f =310
—— =320 — f =333

60 | | | |
0 20 40 60 80 100 120 140 160 180 200 220

Epoch

Figure 10: The incentives loss rate of an honest validator for
experiments with 1,000 validators and f Byzantine validators.
Each experiment is launched for one day (225 epochs).
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Conclusion

» An adversary that controls 29.6% stake can make all honest validators lose their incentive

« Larger MAX_ATTESTATIONS make higher incentive loss

Ethereum Staking Pool Ratings 7d  30d  Alltime

24H AGGREGATE PERFORMANCE

99.8% 1.017 | oo 99.3% | -03% 97.57% | -11%

Feedback °

POOL 4 NET. PENETRATION CONSENSUS CLIENT DISTRIBUTION BLOCK SPACE DISTRIBUTION

@ U 28.30% ——

€ Coinbase 11.58%
@ Binance 5.01%
Ether.Fi

4.78%

@ ssv 4.16%
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